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State E-Discovery

Medical Malpractice E-Discovery,
Preservation and Privilege Logs

edical malpractice counsel are seek-

ing more sophisticated e-discovery,

with plaintiffs, as in Vargas v. Lee,!

wanting to discover physicians and

hospitals’ electronic medical records
(EMR) along with their attendant electronic “audit
trails.” This is a relatively nascent area of e-dis-
covery with few decisions issued on it.? On the
defense side, in Angel v. Rubin,? a physician’s coun-
sel also became more sophisticated and sought
patient emails and text messages attempting to
refute claims of alleged deficient medical care.
Electronically stored information (ESI) court
stipulations are now de rigueur in commercial
cases and compliance with them, and the proper
submission of a privilege log identifying emails
allegedly protected from disclosure by privilege
or the work product doctrine, are required as
noted in Herman v. Herman.* Storage of ESI in
the “cloud” may not serve as a basis to assert
lack of “possession, custody or control” over ESI,
even if the vendor agreement governing “cloud”
storage ended as in S.R.E.B. v. EKF.B.? Finally,
in Baron v. Black, no spoliation sanction was
issued where the deletion of emails by plaintiff
allegedly occurred only because Google notified
him that emails needed to be deleted to free up
space in his company’s Gmail account.

Electronic Medical Records

In Vargas, a medical malpractice action con-
cerning post-surgical complications, at issue
was the production of the “audit trail” of the
hospital’s EMRs. Plaintiff asserted that the
“audit trail” would provide material and nec-
essary information regarding the timing and
substance of plaintiff’s post-surgical care. The
motion court noted that the “issue of metadata
production is at the forefront of present day
e-discovery disputes.” Nevertheless, the court
held that “plaintiff has not distinguished the
audit trail’s utility from that of its corresponding
EMR” where plaintiff could presumably obtain
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the patient’s treatment details from the already
produced EMRs. The court noted:
In some instances, system metadata produc-
tion has been considered relevant when the
process by which a document is created is
in issue or there are questions concerning a
document’s authenticity. While not a prerequi-
site to meta-data production, such authentic-
ity issues speak to the utility and necessity
of such production. Here, plaintiff does not
articulate any analogous or salient consider-
ation. General comments that the audit trial
may provide discovery on the “timing and
substance of plaintiff’s care” are insufficient.
As such, the motion court held that “plaintiff has
not satisfied his burden of establishing the neces-
sity and utility of audit trail production.” Accord-
ingly, the motion to compel was denied without
prejudice to renewal upon a proper showing.

Patient Emails and Text Messages

In Angel, a medical malpractice action, defen-
dant physician moved for an order compelling dis-
covery of “non-privileged communications, includ-
ing phone records (home and cell), emails, and

text messages limited to the 14 or 16 hour period
after the decedent was seen by” defendant. The
physician asserted that his notes indicated that
he advised plaintiff to go to the hospital, but that
plaintiff refused, and that plaintiff’'s communica-
tions from that visit to his death would shed light
on this contention and refute decedent’s wife’s
testimony that the physician not only did not tell
him to go to the hospital, but actively dissuaded
him from doing so. The motion court granted the
motion where decedent was unavailable to testify
on this “critical” issue.

ESI Cloud Preservation

In S.R.E.B., awife contended that her husband
had been video recording in the home and that
he records continuously with two permanently
affixed “DropCam” cameras that are equipped
with motion detectors, night vision, and high
audio capture ability, which transmit and store
recordings on an online cloud for seven to 30
days. The husband contended that he had pro-
duced video files stored on an Internet cloud
(to which his wife did not have access) to the
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extent that they were under his “custody and
control.” However, the husband failed to address
“whether or not he retained the audio and video
[files] after the subpoenas were served upon him”
and “whether or not he allowed the audio and
video files to lapse and automatically be deleted
from the cloud each period so as to purpose-
fully relinquish control over the material.” The
motion court noted that the husband’s claim
that he was unable to obtain certain records is
“unconvincing in a day and age where cloud stor-
age allows for convenient and extensive access”
and that “[e]ven if the files were not under the
husband’s custody or control, he was bound to
take the steps necessary to assure their pres-
ervation” given the notice provided to him in
the Preliminary Conference Order. The motion
court found that the husband’s claim that he was
“unable to obtain the requested audio and video
files [was] completely unavailing [based] upon
the fact that he [was] able to store files from
the cloud, make the files independent from the
cloud, and thereby [had] access to them after
the cloud access period has lapsed.” Finally, the
above demonstrated to the court that “there
were steps available to the husband to assure
the preservation of the material.”

Privilege Logs and Preservation

In Herman, 10 months after the action was
commenced, the parties agreed to a preserva-
tion stipulation which provided:

[flor the relevant periods relating to the issues

in this litigation, each party shall take all rea-

sonable steps (including suspending aspects
of ordinary computer processing and/or back-
up of data that may compromise or destroy

[ESI]), necessary to, maintain and preserve

such ESI as may be (i) relevant to the parties’

claims and/or defenses, or (ii) reasonably cal-
culated to lead to the discovery of admissible
evidence, including but not limited to all such

ESI data generated by and/or stored on the

party’s computer system(s) and/or any com-

puter system and storage media (i.e., internal
and external hard drives, hard disks, floppy
disks, memory sticks, flash drives and backup
tapes), under the party’s possession, custody
and/or control. The failure to comply herewith
may result in appropriate sanctions or such
other relief as the court may be authorized
to impose or award, including but not limited
to precluding use of evidence, taking adverse
inferences, and/or rendering judgment in
whole or part against the offending party(ies).

Notwithstanding the preservation stipulation,
the motion court held that even before it was exe-
cuted, defendant “had an obligation to preserve
ESI, since the obligation to preserve ESI begins
when litigation is reasonably anticipated.” Further,
the motion court noted that the destruction of
ESI after litigation begins is “grossly negligent, if
not intentional.” Ultimately, the motion court con-
cluded that defendant wrongfully deleted certain
emails in violation of his obligation to preserve
ESI and directed there to be an adverse inference
based upon defendant’s failure to deny that he
had deleted such emails.

The motion court also found that defendant had
failed to serve an appropriate privilege log with
respect to certain emails. The court noted that a
list of bates numbers without any description and
only containing notations as to whether counsel
had agreed to production or was asserting a right
to redact or withhold entirely on the grounds of
attorney-client or work product privilege violated
the court’s compliance order. The motion court
also held that it did not comply with CPLR Rule
3122, Commercial Division Rule 11-b, “which
suggests categorical logging of documents,” or
the court’s individual practice rule regarding
logging of privileged documents, which requires
that with a response to a document demand “the
party asserting the privilege shall serve on all
other parties a privilege log of the responsive

In“Baron, no spoliation sanction was
issued where the deletion of emails by
plaintiff allegedly occurred only be-
cause Google notified him that emails
needed to be deleted to free up space
in his company’s Gmail account.

documents that are not being disclosed and a
copy of the redacted documents, bate-stamped.
The privilege log shall identify all redacted and
completely withheld documents by bate-stamp
numbers, dates, authors and recipients, the gen-
eral subject matter of the document if it will not
waive the privilege, and shall state the privileges
being asserted.”

Spoliation Sanctions Denied

In Baron, plaintiffs commenced their action
alleging causes of action for slander, libel, tor-
tious interference with economic advantage, abuse
of process, false arrest and false imprisonment,
negligence and gross negligence and intentional
infliction of emotional distress arising out of alleged
false statements made by the defendant about
the individual plaintiff. Defendant sought, inter
alia, to dismiss the complaint resulting from the
spoliation of evidence. The motion court found
that the defendant failed to establish that plain-
tiffs’ conduct rose to the level of spoliation. At
his deposition, plaintiff testified that he and the
faculty at the Fashion Institute of Technology (FIT)
emailed about his alleged hire and that he previ-
ously applied for a job with FIT, but that he was
rejected and notified about said rejection by email.
The plaintiff also testified that he recently deleted
thousands of emails from his company’s Gmail
account without producing them for defendant’s
review during discovery. The above testimony
served as the predicate for defendant’s motion
asserting that certain emails regarding plaintiff’s
alleged employment with FIT were not provided
during discovery and thus defendant “can only sup-
pose that these were among many other relevant
documents that [plaintiff] intentionally deleted.”

The motion court noted that “[a]s an initial mat-
ter, defendant has not established that plaintiffs
had an obligation to preserve the deleted emails as
there is no evidence that the emails were relevant
to the instant action.” The motion court held:

Defendant has not established that plaintiffs
deleted the emails with a “culpable state of
mind.” Indeed, plaintiffs have affirmed that
the emails were deleted only after receiving a
notification from Google that emails needed to
be deleted in order to free up space in plaintiff’s
Gmail account and defendant has not presented
any evidence that the emails were deleted for
any other reason. Finally, defendant has not
established that the deleted emails were rele-
vant to defendant’s defense in the instant action.
While defendant asserts that the deleted emails
likely involved plaintiff’s alleged employment
with FIT, plaintiff Baron has affirmed that he
deleted thousands of emails but that he “did
not delete any emails that are relevant to this
litigation.” Specifically, plaintiff Baron affirmed
that he “specifically did not delete any emails
that related to: (1) the Defendant Seven Black;
(2) the ‘Fashion Institute’; and (3) ‘315 Seventh
Avenue’ and that he has provided defendant
with any and all discovery related to his alleged
employment with FIT.
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